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	Overview

	Case Citation
	AA v Persons Unknown [2019] EWHC 3556 (Comm); [2020] 1 CLC 64

	Date of judgment
	13 December 2019

	Country
	United Kingdom 

	Original Language of Judgment
	English 

	Court
	Queen's Bench Division (Commercial Court)

	Subject matter/catchwords
	Interim proprietary injunction – crypto currencies – Bitcoin – whether Bitcoin property for purposes of interim proprietary injunction – service out of jurisdiction – alternative service – restitutionary and constructive trust claims against unknown hackers and Bitcoin exchange – whether application should be heard in private – insurer application without notice 

	Decision summary
	Bitcoin is a form of property
Justice Bryan held that crypto asset such as Bitcoin were a form of property for the purposes of obtaining an interim proprietary injunction.  
Injunctive relief
Justice Bryan granted the applicant an interim proprietary injunction against all four defendants in relation to the applicant’s restitutionary and constructive trust causes of action.   

	Digital asset involved (e.g. Bitcoin, Ethereum, Ripple etc.)
	Bitcoin

	Valuation issues
	NA

	Expanded Case Description

	Debtor
	NA

	Identity of Insolvency Practitioner (if applicable)
	NA

	Authorities considered by this case (categorised by country)
	Singapore
B2C2 Ltd v Quoine PTC Ltd [2019] SGHC(I) 03
[bookmark: _GoBack]
United Kingdom
PML v Persons Unknown [2018] EWHC 838 (QB)
Vorotyntseva v Money-4 Ltd (t/a Nebeus.com) [2018] EWHC 2598 (Ch)

	Domestic legislation applied
	Civil Procedure Rules 1998 

	Factual background 
	Background facts
A Canadian insurance company was hacked when the first defendant infiltrated the insurance company’s firewall and anti-virus software and installed malware, called BitPaymer.  This malware encrypted the insurance company’s systems and data.  The insurance company had to pay a ransom in Bitcoin (valuing USD$950,000) in order to regain access to its systems and data.  109.25 Bitcoin was paid by the applicant via an agent. 
Whilst some of the Bitcoin were transferred into ‘fiat currency’ (also referred to as government-issued currency), the remaining 96 Bitcoins were transferred (and can be traced) to a specific address linked to Bitfinex. 
Parties 
The applicant is the insurance company’s insurer, which paid out the sum of $950,000. 
The first defendant (unknown) is the person who demanded the ransom in Bitcoin.
The second defendant (unknown) is the person who held the 96 Bitcoins in the specific Bitfinex address.
The third and fourth defendants operate the exchange known as Bitfinex.  

	Legal issues 
	1) Interim proprietary injunction 
Justice Bryan had to consider whether the following elements of an injunction were satisfied by the applicant: that there was a serious issue to be tried and, if there was a serious issue, whether the balance of convenience lies in granting the relief sought. This required Justice Bryan to consider if damages were inadequate and the overall merits of the proposed claim (constructive and restitutionary trusts).
Justice Bryan also had to consider whether Bitcoin was ‘property’ for the purposes of a proprietary injunction. 
Justice Bryan further considered an application for ancillary relief for the provision and obtainment of information regarding the location of assets. 
2) Service out of the jurisdiction
Justice Bryan considered whether or not it was appropriate to grant service out of the jurisdiction for the claims that the applicant advanced, and whether alternative service was necessary. 
3) Application for information from defendants 
Justice Bryan made an order, in connection with the interim proprietary injunction, that all four defendants provide the applicant with their identities and addresses. 
4) Other claims

Justice Bryan adjourned any consideration of a Bankers Trust order and/or a Norwich Pharmacal order and/or a worldwide freezing order due to difficulties answering the question of whether the court had jurisdiction to require an institution out of the jurisdiction to provide information pursuant to an English court order.  
Justice Bryan accepted the applicant’s narrowing of the application to only an interim proprietary injunction against the four defendants based on claims for constructive and restitutionary trusts.  

	Reasoning
	1) Interim proprietary injunction: [50]-[66]
Justice Bryan relied on the following legal statement when considering the application to grant an interim proprietary injunction: “when property is obtained by fraud equity imposes a constructive trust on the fraudulent recipient, the property is recoverable and traceable in equity”: [62].  
Justice Bryan first had to be satisfied that Bitcoin is ‘property’ for the purposes of a proprietary injunction.  Though recognising the difficulty in treating Bitcoin as property (which are neither choses in action nor choses in possession), His Honour relied on the UK Jurisdictional Taskforce’s legal statement on Cryptoassets and Smart Contracts (legal statement): [55], [56]. 
The legal statement concluded that Bitcoin and other crypto assets are property because they satisfy the four criteria defined by Lord Wilberforce’s definition of property in National Provincial Bank v Ainsworth [1965] AC 1175: Bitcoin is “definable, identifiable by third parties, capable in their nature of assumption by third parties and having some degree of permanence”: [59]
Justice Bryan than turned to the principles underpinning a proprietary injunction.  
His Honour was satisfied there was a serious issue to be tried against all four of the defendants, even though the third and fourth defendants “may simply have got mixed up in another’s wrongdoing”: [63], [64].  
His Honour was also satisfied that the balance of convenience “[lay] firmly in favour of granting relief in furtherance of the [applicant’s] claimed proprietary rights” given that damages would not be an adequate remedy: [65].  This relief would be similar to the asset preservation order Justice Moulder granted in Robertson v Persons Unknown (unreported, 15 July 2019) over the crypto currencies Bitcoin and Ethereum: [60], [62], [65].
Lastly, Justice Bryan reverted to ordering ancillary relief for the provision of information so that the location of the Bitcoin can be obtained by the applicant: [66]
2) Service out of the jurisdiction: [67]-
Justice Bryan was satisfied that the applicant could serve the claim form out of the jurisdiction in respect of the restitutionary and constructive trust causes of action: [71].  This was consistent with Practice Direction 6B paragraph 3.1.
Alternative service was granted for the first and second defendants because their identities and addresses were unknown.  The applicant could serve the order and all other documents in relation to the enforcement of the order or proposed proceedings via, among other ways, email: [75]. 
Alternative service was also granted for the third and fourth defendants, who indicated that they wanted to be served in person in the British Virgin Islands: [76].  The applicant could serve the third and fourth defendants via email because of the urgency of the application, the risk that Bitcoin can be moved around very quickly and because the applicant has a proprietary claim: [77].
3) Application for information from defendants: [81]-[84]
Justice Bryan made an order that information be provided by the defendants in respect of their identity and addresses.  His Honour orders that the third and fourth defendants provide information of their identity and addresses to the applicant, and also the identity of the first and second defendants: [81].  The first and second defendants must also provide their addresses.  His Honour was confident that the third and fourth defendants would have information available through ‘know your customer’ materials to identify the first and second defendants: [82]
4) Other claims: [38]-[49]

Although the applicant based this injunction application on numerous claims and relief (each of which raising service difficulties), Justice Bryan commended the applicant for narrowing the application to an interim proprietary injunction cased on the causes of action to constructive and restitutionary trusts: [49]
The applicant initially considered bringing: a Bankers Trust order and/or a Norwich Pharmacal order (for third and fourth defendants to provide information relating to the crypto currency account owned by the second defendant); and/or a proprietary injunction (in respect of the Bitcoin held at the account of the fourth defendant); and/or a freezing injunction (in respect of Bitcoin held by specified account of third and fourth defendant); and consequential orders (relating to service, including availability of alternative service and service outside the jurisdiction): [38]
The complexities relating to service of a Bankers Trust/Norwich Pharmacal order satisfied Justice Bryan to adjourn their consideration.  Moreover, his Honour did not grant a freezing order as this type of order would risk the dissipation of the Bitcoin: [49]

	Further information (e.g. liquidator’s website)
	Link to case.
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